Abstract: Due to the development of information technology (IT), it has been applied to various fields such as the smart home, medicine, healthcare, and the smart car. For these fields, IT has been providing continuous prevention and management, including health conditions beyond the mere prevention of disease, improving the quality of life. e-Healthcare is a health management and medical service to provide prevention, diagnosis, treatment, and the follow-up management of diseases at any time and place in connection with information communication technology, without requiring patients to visit hospitals. However, e-Healthcare has been exposed to eavesdropping, manipulation, and the forgery of information that is personal, biological, medical, etc., and is a security threat from malicious attackers. This study suggests a security service model to exchange personal health records (PHRs) for e-Healthcare environments. To be specific, this study suggests a scheme in which communicators are able to securely authorize and establish security channels by constituting the infrastructure each organization relies on. In addition, the possibility of establishing a security service model is indicated by suggesting an e-Healthcare system for a secure e-Healthcare environment as a secure personal health record system. This is anticipated to provide securer communication in e-Healthcare environments in the future through the scheme suggested in this study.
Introduction
Due to the recent improvement in standards of living and an increase in concern of the health conditions of contemporary people, there has been an enhancement of life quality and changes in living patterns. As such, there has been an increasing concern about healthcare, as health checkups and management have received attention. In addition, Information technology (IT) has caused a rapid increase in the demand for the development of e-Healthcare technologies and services [1] [2] [3] . e-Healthcare is a newly coined term that refers to healthcare IT services that support communication and exchanges regarding medical information over the Internet. Furthermore, the digitization of medical records at hospitals for recording health information has become widely available in order to improve the efficiency of hospital management and reinforce competitiveness in Korea and abroad [4] . Due to the digitization of medical records in the hospital, there has been an accelerated promotion of the establishment of a foundation in commonly utilizing information that includes the cooperation among hospitals and transmission of patient information, either at hospital or at home.
With the rapid development of the global e-Healthcare market, major developed countries have been strongly proceeding with nationally led projects in preparation for an aging society. According to the Knowledge Industry Information Institute, the size of the e-Healthcare market globally has expanded from $143.1 billion in 2007 to $254 billion in 2013. It is expected to grow at an annual average rate of 15.7% up to 2018, reaching a scale of about $498.7 billion [5] .
Due to the commercialization of e-Healthcare services, there have been damages, including the disclosure of users' personal and health information, unauthenticated user access, and the illegal collection of information. With this security threat, there have been secondary damages, including life threat on users, the illegal collection of information and transactions, and insurance fraud from the manipulation of biological information [6] [7] [8] . There has been an actively exerted effort to solve security issues about important information such as personal or medical information. However, providing efficient services is difficult due to insufficient security services and research. There is a need to improve e-Healthcare services by conducting research on a security service model for efficient e-Healthcare environments [9] [10] [11] . Existing e-Healthcare services are vulnerable to attacks, but the suggested method herein is secure because it generates a session key using authentication acquired from a trusted certification authority (CA). Moreover, since digitalized information increases dramatically, the suggested method does not have a single body handling both storage resources and computing resources, but instead distribute them into several bodies by the capabilities so that make it secure against the denial of service attacks. This was used as the basis for a security service model for a secure e-Healthcare environment for a secure cyber world.
This study focuses on security service models including authentication, encryption, privacy protection, and access control [12] [13] [14] . In Section 2, e-Healthcare services and security, as well as the trends and research of e-Healthcare, are explained. In Section 3, a security service model for e-Healthcare environments is suggested, discussing the configuration of the suggested model and the security service model. In Section 4, the security of the suggested model is evaluated. Section 5 is for discussion.
Related Works

e-Healthcare Service
In general, e-Healthcare service means to provide information or medical service fulfilling demands of users at any time and place, without restrictions by supplying medical service by utilizing IT and biometric technology (BT). Modern people have changed their focus from diagnosis to prevention, from health checkup and from disease management to health management [15, 16] . Therefore, a medical service must provide user's health and medical information to not only for patients but also for others on a real-time basis in continuous connection with users, medical service providers, medical information providers, and management institutes to prevent disease and manage health conditions through diagnosis in advance [17] . e-Healthcare is integrated with more than one technology, including network technology, database technology, and sensing technology. Therefore, e-Healthcare can be served in various forms including u-Medical, u-Silver, and u-Wellness [18] [19] [20] .
In general, e-Healthcare service infrastructure is comprised of communication among users, sensors, and wireless access point (APs), as shown in Figure 1 . A sensor is attached to a user's body and provides e-Healthcare with sensed information through the network [21] .
In addition, it communicates with wireless AP to deliver collected data to a healthcare information center. Medical service providers that are delivered user data analyze the biological and medical information through healthcare information system and transmit the results of the analysis to medical institutions or users that request medical information [22] [23] [24] .
Various industries comprehensively participate in e-Healthcare including the constituting sensor, the wireless AP, and the healthcare information system [25] . e-Healthcare is comprised of sensing techniques, network techniques, and database techniques. Detailed explanations are as follows. 
Sensing technique:
In order to use the healthcare service, users' biological information must be provided through various sensors while in use. There are many types of sensors. They have features to measure heartbeat, pulse, breathing rate, and blood pressure. Sensors have recently been internally installed in smart devices, including wearable devices still in development. It is feasible to provide various healthcare services with information from these sensors [26, 27] .
Network technique: In general, there are wire and wireless networks. With a wire network, it is feasible to transmit information at a high speed to a place that is physical connected to it. However, a disadvantage is that there are limited places to use such a network. On the other hand, there is no spatial limitation on wireless network [28] . However, malicious users are able to steal wireless signals; hence, there are security threats. Meanwhile, a wireless network usually transmits information in a normal sentence, and there is therefore always the security threat that a malicious attacker can steal wireless signals. A remaining disadvantage is that there is a high fluctuation in the reception rate of the network depending on the environment.
Database technique: A technique for comprehensively managing data for many users to share and utilize together, the database technique entails structuralizing, storing, and managing resources. Among them, the DW (data warehouse) is a comprehensive database for efficiently supporting required information. In the field of medicine, DW processes and produces data accumulated in the internal system of comprehensive medical information and data from the external system and provides them to organizations in need of them or manages the integrated data according to the classified definition. In addition, it is a comprehensive system established to analyze and process data on a real-time basis while pursuing various goals of medical information [29] .
Due to continuous development of e-Healthcare, there has been an increasing security threat in proportion to them. Since e-Healthcare is to transmit and manage user information through wire and wireless network, they might be exposed to security threats. Due to eavesdropping and the manipulation of important information from the access of malicious attackers, there could be great damage or life threats. Besides such threats, there might be secondary damages, including illegal transactions of information or information manipulation from network attacks. For secure communication away from malicious attackers, authentication, encryption, access control, and privacy protection must be guaranteed.
e-Healthcare Security
Due to eavesdropping and the manipulation of important information from the access of malicious attackers, there could be great damage or life threats. Besides such threats, there might be secondary damages, including illegal transactions of information or information manipulation from network attacks. The requirements for secure communication in e-Healthcare are as follows.
Authentication: In order to provide a secure e-Healthcare service, authentication is required. e-Healthcare is communicated through APs to exchange information with service providers from outside and to provide service [30, 31] . Therefore, there is a possibility for it to be exposed to malicious eavesdropping or information by internal or external objects during communication or out of carelessness. Hereupon, only authenticated users are able to be provided with the e-Healthcare service and to deliver information.
Encryption: In order to use a secure e-Healthcare service, encryption is inevitable. Encryption shall be applied on personal, biological, and medical information used for authentication or service for secure transmission [31] . If providing, or provided with, information without encryption, there might be secondary damage from illegal transactions of information or manipulation of information from disclosure of information.
Access control: Although the e-Healthcare system receiver sends personal, biological, and medical user information, an authenticated user may not be allowed to access all types of information in the system.
Privacy protection: Privacy protection in a secure e-Healthcare service is the most fundamental and important element for the protection of user privacy. If privacy is not protected, personal, biological, and medical information is exposed, leading to secondary damages. As such, they might be used for crime.
Previous Research on e-Healthcare
In this section, previous research related to the e-Healthcare service is reviewed. Yun-Young Sok [32] suggested an OCS (order communication system) and a HIS (hospital information system) as a way to establish a comprehensive medical information system in e-Healthcare service environments. The suggested comprehensive medical information system is custom-designed and optimized for mobile healthcare diagnosis environments in connection with an OCS and a HIS as a medical system for swiftly and accurately performing treatment and diagnosis for users. In addition, it suggests the establishment of a database and data mart, with an acquired consistencyHowever, the encryption of documents, the establishment of security infrastructure of security-related comprehensive medical information, and the connection methods for information produced by a user's PC, as well as the application of access control for unauthenticated users and major data, were not mentioned or addressed.
Yong Sik Jung [33] suggested an e-Healthcare comprehensive medical information system based on the establishment of a data warehouse and a network, the standardization of communication for medical information, and the formation of an e-Healthcare service component to manage information of a comprehensive medical information system and provide service in an e-Healthcare service environment. The suggested comprehensive medical information system provides general services to hospitals, such as a systematic medical decision-making process as well as information about users in combination with a previous comprehensive medical information system, such as e-Healthcare, an order communication system, a picture archiving and communication system, a laboratory information system, a nursing information system, and e-Healthcare service supporting systems. In addition, it also supports decision-making for strategic managerial activities, including a decision support system, enterprise resource planning, customer relationship management, and knowledge management system as managerial supporting system in the hospital. However, privacy and security on medical user information, which is more important than any other component in the field of health and medical treatment, have not been mentioned.
Moon Sun Shin [34] reviewed the requirements of security in relation to the protection of personal information and suggested a personalized security model based on expanded roll-based access control in an e-Healthcare service environment. The suggested u-HCSIP (u-Healthcare Service Integration Platform) performs a function of storing or exchanging PHRs, recommending diet and exercise, trading personal medical information or experience, and managing health data in the use of smart devices. In addition, it provides information about the drugs of users and the harms or risks caused by the abuse of drugs. However, it is only possible to use it on mobile devices, without mentioning the evaluation of performance in the suggested model.
Yoon-Su Jeong [35] proposed an access model for distributing a user's biological information depending on the authority and access level of the associates in the hospital to securely approach the privacy information of patients used in e-Healthcare environments. The suggested distributed access model is to control the access of a user's biological information and to prevent a denial-of-service attack through a timestamp at the same time. In addition, the suggested model prevents privacy breaches and the disclosure of medical information of patients since the central server manages the staff of the hospital, and access is controlled by staff authorities at the same time. However, the suggested model has not objectively derived an evaluation of the performance, as it failed to apply to an actual environment, even though it prevented privacy invasion of patients from a third party in theoretical perspective. Figure 2 represents the infrastructure in the suggested e-Healthcare environment. In the existing e-Healthcare service, there have been issues, including threats to the protection of users and their medical information, threats to the management of said medical information, and threats to the sharing of said medical information due to the centralization of service and information by directly managing and providing information to e-Healthcare [36] [37] [38] . There is a difficulty in solving such issues in the hardware parts [39, 40] . Therefore, it is required to guarantee confidentiality of encryption for users and their medical information, access control, and information dealing with the authentication center by dividing the Healthcare Information Management Center (HIMC) and the Healthcare Trusted Service Center (HTSC). As for components of the security service model for efficient e-Healthcare environments, there are Local Healthcare Centers (LHCs) providing medical services to users and delivering information to HTSC, the authenticated HTSC is producing, distributing, managing, and authorizing keys, working as an intermediary of information, and the HIMC is an authenticated organization for encrypting, storing, and providing personal and medical information. This structure allocates functions to the HIMC for providing encrypted information to medical service providers and to the HTSC in charge of authentication of information, making it feasible to encrypt and authorize personal and medical information. The role of each component for the security model of an efficient e-Healthcare environment is as follows.
Proposed Infrastructure
Proposed e-Healthcare Service Infrastructure
LHC: A LHC is a medical service institution that provides and uploads information by consulting, diagnosing, and managing patients, such as a hospital, a health center, or a pharmacy. The LHC provides a healthcare service to users. Hereupon, the LHC can be provided with personal and medical information collected from users.
HTSC: The main role of this is to produce and manage the key. It also serves as a role of medium when transmitting information between the LHC and the HIMC. The HTSC preserves key values through mutual authentication with the LHC and with the HIMC. If the LHC requests information from the HIMC, the HTSC produces new keys. It serves as a role of authentication and information intermediary and can feasibly control the entire courses of service.
HIMC: It is feasible for one to be provided with information collected by a HTSC as an intermediary from each LHC by encrypting them to a HIMC. As a role of comprehensively managing medical information, the HIMC encrypts and manages personal and medical user information collected from the HTSC and provides information to an authenticated LHC upon the LHC's request. 
Proposed Protocol
The suggested efficient e-Healthcare service environment is comprised of a mutual authentication protocol and an information transmission protocol. In the mutual authentication protocol, information exchanged among the local health center, the HTSC, and the HIMC is used to acquire a session key while exchanging personal health records. The HTSC delivered with PHR information transmits the delivered PHR information to the HIMC without storing it. At this time, there is no need for the HTSC to see PHR information. Therefore, it is encrypted with a random number and session key of the HTSC and the HIMC, and then sent out. An explanation of parameters of the suggested protocol is in Table 1 . 
The suggested efficient e-Healthcare service environment is comprised of a mutual authentication protocol and an information transmission protocol. In the mutual authentication protocol, information exchanged among the local health center, the HTSC, and the HIMC is used to acquire a session key while exchanging personal health records. The HTSC delivered with PHR information transmits the delivered PHR information to the HIMC without storing it. At this time, there is no need for the HTSC to see PHR information. Therefore, it is encrypted with a random number and session key of the HTSC and the HIMC, and then sent out. An explanation of parameters of the suggested protocol is in Table 1 . In this session, mutual authentication protocol in the service infrastructure is explained. All courses of information transmission are encrypted by using the session key after producing it. Mutual authentication protocol used for the LHC, the HTSC, and the HIMC is shown in Figure 3 . In this session, mutual authentication protocol in the service infrastructure is explained. All courses of information transmission are encrypted by using the session key after producing it. Mutual authentication protocol used for the LHC, the HTSC, and the HIMC is shown in Figure 3 . Prior to producing mutual authentication used for the LHC, the HTSC, and the HIMC, two random numbers are produced. Furthermore, the LHC and the HTSC, as well as the HIMC, receive authentication from CA, which is a secure authenticating body. Detailed procedures of producing mutual authentication are as follows.
Step 1 The LHC sends its own authentication to the HTSC and requests authentication from the HTSC.
Step 2 After receiving a certificate from the LHC, the HTSC verifies it and requests the certificate from the HIMC and sends it to the LHC and the HTSC.
Step 3 After verifying the certificate of the LHC and the HTSC, it sends the certificate of the HTSC and the HIMC to the LHC. Step 4 After receiving certificates from the HTSC and the HIMC, the LHC verifies them and requests encrypted random number R 1 and R 3 with a certificate of HTSC and sends policies needed to establish a session key.
Step 5 After the decryption with its own certificate, HTSC acquires a random number R 1 of the LHC and encrypts its own random number R 3 with a certificate of the LHC and sends it. After receiving a random number R 3 , the LHC hashes it with its own random number R 1 and produces a session key. The session key produced at this time is calculated with values that the HTSC knows. Therefore, it is possible to share the session key.
Step 6 In the same manner as Step 4, the HTSC requests random sampling numbers R 4 and R 5 encrypted with the certificate of the HIMC and sends policies together.
Step 7 R 4 requested after the decryption of random number R 4 with the certificate is sent after it is encrypted with the certificate of the HTSC. After acquiring random number R 5 , the HTSC hashes its own random numbers R 4 and R 5 in connection and produces the session key.
Since the HIMC knows the session key produced at this time, it is possible to share the same session key.
Step 8 In the same procedure as Step 6, the HIMC requests its own random number R 6 encrypted with the certificate of the LHC and random number R 2 of the LHC, and sends policies with them.
Step 9 After the decryption with its own certificate, the LHS is requested with random numbers R 6 and R 2 of the HIMC and sends R 2 to the HIMC. After receiving R 2 , the HIMC hashes in connection with random number R 6 and produces the session key.
Each of the session keys used for transmitting information among the LHC, the HTSC, and the HIMC is produced and stored through the aforementioned mutual authentication protocol.
Information Transmission Phase
Utilizing the previously produced session key this phase indicates courses of information transmission and script provision among the LHC, the HTSC, and the HIMC. Detailed procedures for the information provision in Figure 4 are as follows.
Step 1 The LHC requests a personal healthcare record to the HTSC.
Step 2 After requested for information, the HTSC uses SK_LHS, a session key shared in advance with the LHC, and sends encrypted policies to be used in the future in preparation for the replay attack.
Step 3 The LHC requests the token of the HIMC from the HTSC. At this time, the value added with 1 from the time stamp is encrypted with SK_LHS and sent together to prevent a replay attack.
Step 4 The HTSC sends the token of the HIMC requested with SK_LHS that was shared in advance with the LHC. After receiving the token, the LHC decrypts and verifies it.
Step 5 The HIMC proceeds with the decryption of SK_HIS shared in advance and acquires the token from the LHC. Then, the HIMC verifies that it is an authenticated LHC.
Step 6 After receiving the token and verifying that it is a valid LHC, the HIMC grants the LHC the authority to confirm the PHR.
Step 7 After being granted with authority, the LHC confirms the personal health record. Step 6 After receiving the token and verifying that it is a valid LHC, the HIMC grants the LHC the authority to confirm the PHR.
Step 7 After being granted with authority, the LHC confirms the personal health record. Table 2 shows the e-Healthcare service on the suggested protocol and the evaluation of security. The suggested protocol provides mutual authentication between the LHC and the HTSC, between the HTSC and the HIMC, and between the HIMC and the LHC. In addition, the suggested protocol is secure with relay attack, replay attack, eavesdropping, and forward security, and the HTSC plays the role of a third party so that each of them securely authenticate and share the session key. Furthermore, when comparing with previous research, proposed scheme represents a higher level of security and guarantees privacy. Table 2 shows the e-Healthcare service on the suggested protocol and the evaluation of security. The suggested protocol provides mutual authentication between the LHC and the HTSC, between the HTSC and the HIMC, and between the HIMC and the LHC. In addition, the suggested protocol is secure with relay attack, replay attack, eavesdropping, and forward security, and the HTSC plays the role of a third party so that each of them securely authenticate and share the session key. Furthermore, when comparing with previous research, proposed scheme represents a higher level of security and guarantees privacy. Yoon-Su Jeong [35] Proposed Scheme
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O: Support; ∆: not fully support; X: Not support.
Privacy: Breaches in privacy and of private information in the e-Healthcare environment is a serious issue. The suggested e-Healthcare protocol constitutes a security channel between the LHC and the HTSC, between the HTSC and the HIMC, and between the LHC and the HIMC of the users instead of a simple station-to-station security channel to solve the issue of how information is maliciously eavesdropped on or recklessly exposed, preventing privacy invasion in advance.
Relay attack: Relay attack uses a method where an attacker eavesdrops on the data transmitted by a device or server and steals the data in the network. The data and messages collected during the session are then re-used for authentication. Malicious attackers are able to attempt relay attack between the device and the HTSC or between the LHC and the HIMC of the users. However, if malicious attackers are disguised as HTSC requesting the certificate from the LHC or the HIMC, it is possible to acquire values from the LHC or the HIMC. However, all of them are random values and are hence meaningless. The random number needed to produce the session key is hashed after being connected and cannot be physically copied. Therefore, it is not feasible to establish a security channel. If malicious attackers are disguised as a LHC, making an attempt for authentication through a HTSC, the random number used for producing the session key must be produced by secure communication objects, or hash values must be restored. Therefore, it is not feasible to produce a session key.
Replay attack: Replay attack selects a valid message from the protocol and re-transmits it later to disguise itself as a legitimate user. The message sent among the LHC, the HTSC, and the HIMC might be re-used through relay attack and hence utilized by malicious users for authentication. However, the LHC requests a token to be provided with information from the HIMC with personal health records and medical information. When requesting the token, the time stamp is used to protect personal medical information that cannot be exposed to anyone except users. In addition, it prevents unauthenticated medical institutions from being disguised as authenticated LHCs and confirming the information through replay attack on the network, providing securer medical information and defending the replay attack.
Eavesdropping: Eavesdropping attack refers to eavesdropping on the exchange of packets by other people on a network. A malicious attacker acquires valid data from the wireless network to eavesdrop on the messages exchanged during a mutual authentication stage. Random users are able to eavesdrop on messages exchanged in the stages of mutual authentication. Especially, user devices and LHCs communicate with each other in wireless settings. Therefore, if wiretapped messages contain sensitive information, it might be a significant security threat. However, messages exchanged in the suggested protocol are session keys produced with a random number, securely shared in advance among the LHC, the HTSC, and the HIMC. Therefore, random numbers as sensitive data needed for producing a session key is the value sent after being encrypted with a certificate, securely produced beforehand. Therefore, it is feasible to securely protect medical information from malicious attackers.
Forward security: Even if a malicious attacker finds out the current secret key, he must be prevented from acquiring past information and using the exposed information. The past information of the objects can be used to identify the user's past location, raising concerns over privacy invasion.
In the suggested system, a malicious attacker can steal the session key between the LHC, the HTSC, and the HIMC to attempt to restore past messages. Malicious attackers might make an attempt to steal the session key among the LHC, the HTSC, and the HIMC and to restore previous messages. If the LHC, the HTSC, and the HIMC re-use the session key on a regular basis or produce the session key by using parameters that influence the past and the present, it is possible to restore the past session key. However, a random number value used for producing the session key in the suggested protocol is not re-used and removed every time it is used. Therefore, it is secure with forward security.
Denial-of service security: The malicious attacker can attempt a DoS attack between the LHC, the HTSC, and the HIMC to make the corresponding resources scarce so that they cannot be used for their original intent. However, in the suggested protocol, the LHC, the HTSC, and the HIMC received a reliable authentication from CA. By using this authentication, a random number is exchanged between the three to create a session key. This makes it secure against a DoS attack. Table 3 shows a computing resource analysis calculated when a LHC, a HTSC, and a HIMC are used when exchanging information and establishing a session key in the suggested protocol. Since the LHC, the HTSC, and the HIMC tend to have a similar value of calculation, any one particular communicator does not perform a more complicated calculation. The user device has the lowest computing power. Therefore, it requests calculation. A relatively complicated calculation is performed by communicators with similar computing power. Therefore, there are not many calculations except for two in the beginning of the random number generation. Similar computing calculations have been distributed according to the computing resource while establishing the mutual authentication and security channel with the minimum amount of calculation. In addition, although a DoS attack can be used to make resources of a given system scarce so that they cannot be used for the original intent, the suggested system will have received authentication from a trusted CA. Using that authentication for calculation, security is assured. Table 4 shows storage resource analysis calculated when a LHC, a HTSC, and a HIMC are applied if exchanging information and establishing a session key in the suggested protocol. Storage space tends to possess a similar amount in each communicator. They also possess two random numbers, their own certificates, and certificates of other communicators while storing two session keys to establish authentication and a security channel. The LHC possesses total three certificates, including its own certificate and the ones of the HTSC and the HIMC, and two session keys for authentication. In addition, they possess one token and two time stamps for communication with the HIMC when exchanging information. The HTSC possesses certificates of each of them, two session keys, two time stamps, and a token. The LHC, the HTSC, and the HIMC are distributed with a similar storage resource depending on the capacity of the storage resource. 
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Conclusions
Due to the progress in the field of IT, many applications have emerged in the field of medicine. Among such applications is the prevention of diseases and health management in the field of medicine. However, the paradigm has now changed to go further: to improve quality of life by providing the continuous prevention of disease and continuous health management. However, e-Healthcare services provide services with important information such as the personal, biological, and medical user information in the use of wire or wireless networks. Therefore, there have been security threats, including eavesdropping, manipulation, the forgery of important information, and the illegal utilization of information due to hacking from malicious attackers. Hereupon, there is a possibility for them to cause direct and economic damage, threatening people's lives. In addition, research on security service models for e-Healthcare services has been continuously conducted, but there has not been sufficient researches dealing with security threats for e-Healthcare services. Since the proposed secure personal e-Healthcare system is provided with authentication from a secure CA, services are provided to only authorized users. Security for the information is provided through the encryption and integrity that the process grants. In particular, proposing a secure service model for efficient e-Healthcare environments took secure cyber world into account by bringing efficiency to a security system for the services provided in e-Healthcare. Moreover, in the area combining IT and medical treatment, an e-Healthcare system can be used as SCW by providing secure e-Healthcare services. Nevertheless, there are still problems associated with the interoperability between different models as well as legal and institutional limits to important information, such as medical information. Follow-up studies are recommended to further review the issue of interoperability between different models in this kind of security system.
